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1. MEPEYEHb OBO3HAYEHUW U COKPAILIEHUN

APM - apromaru3upoBanHoe pabodee MeCTo;

NP — unpopmaoHHbIi pecypc;

MUCI T — urpopmalmoHHas CHCTEMA IIEPCOHAIBHBIX JAHHBIX;
K3 — kouTponupyemas 30Ha;

H/IH — nepcoHanbHbIC JaHHBIE,

IO — nporpammHuoe obecreueHue;

II'TC — nporpaMMHO-TEXHHYECKHE CPENCTBA;

II9MMH — n06o4HbIE 3JEKTPOMArHUTHBIE U3YYEHHUS U HABOIKH,
C3H — cpencrra 3ammThl HHGOPMAIHIH;

CK3M — cpepcrBa kpunrorpapuyeckoii 3auThl HHGOPMALIUY;
DCb - denepanbHas ciyx0a 6€30MaCHOCTH;

DCO - DenepanbHas ciryx0a OXpaHsbl;

DCTIK — denepanbHast ciryk6a 0 TEXHUYECKOMY U SKCIIEPTHOMY KOHTPOJIIO.

2. OBIIME IMOJIOKEHUA

Cornacno ®enepansHomy 3akoHy Ne 149-®3 or 26.07.2006 «O6 wunbopmanuu,
MH()OPMAMOHHBIX TEXHOJIOTUAX M O 3amuTe nHpopmanum», DenepansHomy 3akony ot 27.07.06
Ne 152-®3 «O nepcoHanbHBIX JaHHBIX», HACTOSAIIAs MOJIEIb YTPO3 U HAPYILIUTENS 0€301aCHOCTH
MEPCOHATBHBIX JaHHBIX (nanee — MoJenb) COMEePKUT CUCTEeMaTH3UPOBAHHBIN MEPEYeHb YIpo3
0€30I1aCHOCTH NEepCOHANbHBIX JaHHBIX Ipu ux obpabotke B HWCII[AH I'ocynapcTBeHHOro
OFO/PKETHOTO 001I1e00pa30BaTEIBLHOTO YUPEKACHHUS CpPEeIHEH 00Ieo0pa3oBaTeIbHON IIKOJIBI
Ne282 ¢ yrnyOneHHBIM H3y4eHHEM  HMHOCTPaHHBIX  s3bIKOB ~ KupoBckoro paiiona
Cankr-ITerepOypra (nanee — [BOY Ne 282). Vka3aHHbIe yrpo3bl MOTYT UCXOJUTh OT HCTOYHUKOB,
UMEIOIIMX AHTPOIIOTE€HHbIN, TEXHOTCHHBIM M CTUXHUIHBIM XapakTep M BO3JACHCTBYIOIIMX Ha
ysizBuMmoctu MCII/IH, xapakrepusie mis ganHowt WCII[H, peanusyss TeM cambiM yTpPO3bI
MH(POPMAaIMOHHOM 0€30MacHOCTH.

B Mopnenu naetrcs o6o6mennoe onucanue MCIIJIH, cocTaB, kKaTeropuu M mpeanoaraeMblii
o0beM obpabarsiBaeMbix [1/IH ¢ mocnenyromei knaccupukanueit MUCII/IH.

Mopenb OnuchIBae€T MOTEHIMAIBHOTO Hapymmrtens Oe3zomacHocTH [IJI[H M moaxoasl 1o
OIPEJICJIEHUI0 aKTYaJlbHOCTH YIpO3 C YYETOM BO3MOXKHOCTEH HApyHIMTENIsl U OCOOEHHOCTEH
koHkpeTHOU VCII/IH.

Hacrosimas Monens pa3paboTana B COOTBETCTBUU ¢ TpeboBaHUsIMU DeiepanbHOro 3akoHa 0T
26.07.2006 Ne 149-®3 «O6 wunbpopMaiuu, THPOPMAIIMOHHBIX TEXHOJOTHSIX W O 3alluTe
uHpopmanun», PenepanbHoro 3akoHa ot 26.07.2006 Ne 152-D3 «O nepcoHanbHBIX JAHHBIX,
[Tpukazom ®CTOK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepKaeHUU TpeOOBAaHUW O 3aIUTE
nHpOpMaINY, HE COCTABIISAIONICH rOCYAapCTBEHHYIO TaliHy, CO/IepIKaIlIeNCcsl B TOCY1apCTBEHHBIX
WHPOPMAIIMOHHBIX CHCTeMax», METOAMYECKUM JOKYMEHTOM «MeToquKa OIIGHKH YIpo3
6e3onmacHocTu HHGopManum», yreepxxaeausiM @CTIK 05.02.2021

3. XAPAKTEPUCTUKA OBBEKTA THO®OOPMATU3ALINN

B I'BOVY Ne 282 cymectBytot cnenyromue tunsl MCI/In:

— UCIIdn Benenus OyXraaTepcKoro y4dera, yIpaBJIeHHs IEPCOHATIOM, pacueTa 3apaboTHOM
iatel. OOpaboTka nepconanbHbIX AaHHBIX Beaercss B [MC EMACBY. THC EMACBY
co3nana Ha ocHoBaHuu IlocranoBnenus [IpasurenscrBa Cankr-IlerepOypra ot 30.01.2018
Ne 55 «O rocynapctBenHoit mH(popmarmonHoi cucreme Cankr-llerepOypra «Emunas
MH()OPMAIIMOHHO-aHATUTUYECKAsI CUCTEMA OF0/KETHOTO (OyXTaJITEPCKOTO) yUeTay.

— MCII/In yuera oOydaronxcsi 1 opranusanuy oOpasoBarenbHoro nporecca. O6paboTka
nepcoHanbHbIX AaHHBIX Benercs B KAUC KP UC «laparpadp». KAUC KPO HUC
«ITaparpad» coznana Ha ocHoBanuu [loctanosienus [IpaBurenscTtBa Cankr-IlerepOypra



o1 23.06.2011 Ne802 «O cozmanuu rocyaapcTBeHHOM HH(MDOPMAITMOHHOM cucTeMbl CaHKT-
[lerepOypra  «KommnekcHas  aBTOMaTH3WpOBAaHHAas  HMHQOpPMAIMOHHAS  CHUCTEMa
Karajoru3anuu pecypcoB oopazoBanusi Cankr-IlerepOypray.

— MCII/I1 no npoe31HpIM OMIeTaM YYeHUKOB Ha 00IIeCTBEHHOM TpaHcnopTe. 3akoH CaHKT-
[Terepbypra ot 22.11.2011 Ne 728-132 «Coumanbubiii xonexkc Cankt-IlerepOypray,
noctanoBienue [IpaButenbcrBa Cankr-IlerepOypra ot 23.09.2015 Ne 843 «O mepax 1o
peanuzanuu TiaBbl 20 «/lomonmHUTENbHBIE MEpPbI COLMAIBHON MOIJACPKKH ACTEH U
MOJIOJICXKH T10 OIuIaTe mpoe3aa Ha TpaHcnopTe» 3akoHa Cankt-IlerepOypra « ConnanbHbIi
kozaekc Cankr-IlerepOypra», pacnopspkenne Komutera o tpancnopty ot 27.06.2007 Ne
31-p «O BHIax MpoOe3HBIX OUIIETOB U MOPSIKE UX 0OpaIeHUs».

B UCITIa TBOY Ne 282 oOpabaTbIBatoTCs CISAYIONUE IEPCOHATBHEIE TaHHBIC:

B TUC EMACBY o0pabarbiBalOTCsl CIAEAYIOIIME KaTErOpUHM TEPCOHATBHBIX JAaHHBIX
COTPY/JHUKOB:
e (pammus, UMS, OTYECTBO;
OJI;
JlaTa poKICHUS;
MECTO POXKICHUS,
IPaXKIaHCTBO;
aJipec perucTpanuu u PakTHIeCKOro MPOKUBAHUS;
MacHOpTHBIC JaHHBIE;
Homep nonuca CHUJIC;
WHH;
JOKYMEHTHI 00 00pa30BaHuH;
JIaHHBIE O TPYIOYCTPOICTBE
JTaHHBIE O HAYKMCIIEHUU 3apa0OTHOM IUIATHI.
B KAHUC KPO oOpaGarbiBatoTcsi ClEQYyIOIME KaTerOpUM MEpCOHANbHBIX JaHHBIX
COTPYIHUKOB:
e (amMunus, UMs, OTYECTBO;
OJI;
JaTa poKICHUS;
MECTO POXKACHHUS,
TPa)XTaHCTBO;
aJipec perucTpanuy U GaKkTHUECKOro MPOKUBAHUS;
NaCIIOPTHBIE JAHHBIE;
Homep noauca CHUJIC;
WHH;
JIOKYMEHTBI 00 00pa30BaHUY;
JTaHHBIE O TPYIOYCTPOICTBE
CBeJleHUs 00 yueOHOM Harpys3Ke.
B KAHC KPO o6paGaTbiBaloTCsl CJeIylOIMe KaTeropuH MEpCOHAJIBHBIX JaHHBIX
00ydJaronuxcs:
e (aMuus, UMs, OTYECTBO;
TOJI;
JaTa poKICHUS;
MECTO POXKACHHUS,
TPa)XTaHCTBO;
aJipec perucTpanuy U GaKTHUYECKOTo MPOKUBAHUS;
NaCIOPTHBIE JAHHBIE;
JaHHBIE CBUAETEILCTBA O POXKACHUU
Homep noauca CHUJIC;
JIOKyMEHTBI 00 00pa30BaHUH;
JTaHHBIE O COCTABE CEMbU
KJIacc;



e ¢opma o0yueHus,
e cBejeHUs 00 yueOHOM Iporiecce.
B KAWC KPO o06pabaTpiBatoTCs CICIYIOIINE KAaTETOPUH TIEPCOHABHBIX TaHHBIX POAUTEICH
(3aKOHHBIX TPEJICTABUTENECH):
e (amunus, UMs, OTYECTBO;
e 10,
® TPaXIAHCTBO;
® aJpec perucTpauuu u GaKTUYECKOro MPOKUBAHUS;
® KOHTAKTHBIE TeJIe(OHBI;
® JlaHHBIE JIOKYMEHTa OO0 YCTaHOBJCHHUU OIEKH, IIONCUUTENILCTBA, YCHIHOBICHUU
pebeHKa.
B MUCIIlH mo mnpoe3gHbiM OwWieraM yYE€HWKOB Ha OOIIECTBEHHOM TPaHCIOPTE
00pabaThIBatOTCs CIEAYIONINE KAaTErOPUH MEPCOHANBHBIX JaHHBIX 00YYarOINXCS:
e (amunus, UMs, OTYECTBO;
e JlaTa POXKICHUS;
® [aCIOpPTHBIC JaHHBIE;
® JIJaHHBIEC CBUJETEIHLCTBA O POXKICHUH

B kauecTtBe 00bekTa HHPOPMATU3AIMH IPEATIPUSATHS BBICTYAIOT:

— ABTOHOMHBIE aBTOMAaTHU3UpOBaHHbIE paboune mecta (APM).

— JlokanbHble BEIYMCIUTEIbHBIC CETH.

B 3aBHCHMOCTM OT XapakTepUCTHK M OCOOCHHOCTEH OTIENbHBIX OOBEKTOB YaCTh
BBIYHUCIUTENBHBIX CPEICTB JAaHHBIX NPEINPHUITHA MOAKIIOYEHA K CETSIM CBS3U OOIIEro
10JIb30BAHUA U (WJIN) CETAM MEXIyHapOJAHOI0 HHPOPMAIMOHHOIO OOMEHa.

BBon mepcoHanbHBIX JAaHHBIX OCYLIECTBIAETCA KakK C OyMa)KHBIX HOCUTENEW (Hampumep,
JTOKYMEHTOB, YJOCTOBEPSIONNX JUYHOCTh cyObekTa [1/IH), Tak U C 3JIEKTPOHHBIX HOCUTEIEH
uHpopMaluu.

UCIIn npeanonaratoT Kak pacmnpeneneHnyio (Ha APM), Tak ¥ LeHTpaIn30BaHHYIO (Ha
BBIJICIEHHBIX (DalijIOBBIX cepBepax ceTH) o0paboTky u xpaHenue [1/1H.

[Tepconanbubie nanabie cyobekToB [1/IH MoryT BeiBomuThest u3 MCII/H ¢ nenpio nepenaun
NEPCOHAIBHBIX JAHHBIX COTPYJHHUKOB, o0yyaromuxcs 'BOY Ne 282, kak B 371eKTPOHHOM, TaK U B
oymaxxuom Buze. Konrpomupyemoit 3onoit (K3) UCII[AH sBIArOTCS 3MaHHS U OTIEIbHBIE
nomMenieHus. B npeaenax KOHTPOIMPYEeMOH 30HBI HAXOJATCS pabodyue MecTa MoJib30oBaTeel u
MecCTa  XpaHEHHWs  AapXWBHBIX KONHWH  JaHHBIX, CEpPBEpPBl, CHUCTEMBI, CETEBOE W
TenekoMMyHuKamonHoe obopyaoBanue UCII/IH. BHe koHTponupyemMoii 30HbI HaXOIATCs TMHUN
nepeayd  JaHHBIX W TEJIEKOMMYHHUKAIMOHHOE  00OpyIOBaHWE, HWCIIOJIB3YeMOe IS
nH(OpPMALIMOHHOTO OOMEHa TO CeTSIM CBSI3M OOIIEro MOJb30BaHUS M (WJIH) CETSIM
MEXYHApPOJAHOTO WH(POPMAIIMOHHOTO OOMEHA.

4 COCTAB, KATEI'OPUM U OB BEM IIEPCOHAJIBHBIX JTAHHBIX, OITPEJEJTEHUE
YPOBHSABAINIUITEHHOCTHU IEPCOHAJIBHBIX JTAHHBIX

Ha ocHoBe xapakrepuctuk u ocobeHHoctel, ucnonb3dyembeix UCIIJIH u o6pabaTeiBacMbIX B
HUX TEPCOHANBHBIX JAHHBIX, MO)KHO KOHCTaTUPOBaTh, YTO NEPCOHAIbHbIE JaHHBIE CYOBEKTOB
[1/11, obOpabateiBatorcst B I'BOY Ne 282 wunHbopmammoHHONW cHCTeMOU, oOpabaThIBaromIeit
00IIE0CTYTHBIE TEPCOHANIbHBIE JaHHBIE, a TAK)KE CUCTEMOM, 00pabaThIBatoIiel HHbIE KaTETOPHH
MIEPCOHATBHBIX AaHHBIX. CIeNMaNbHbIe KaTEerOpUH TEPCOHAIBHBIX TAaHHBIX WOMOMETPHUYECKHE
nepconanbHble JaHHble B UCITAn 'BOY Ne 282 He oOpabarsiBaroTcs.

st UCITAr TBOY Ne 282 akTyanbHBI YIpo3sl 3 THIIA - aKTyaJIbHBI YTPO3bI, HE CBSI3aHHBIE C
HAJIMYMEM HEJIOKYMEHTHPOBAHHBIX (HEAEKIApUPOBAHHBIX) BO3MOXKHOCTEH B CHCTEMHOM H
IPUKIAQAHOM MPOrpaMMHOM OOECIIEYEHHH, HCIOIb3yEMOM B HH()OPMALMOHHOW CHCTEME.
CornacHo noanyHkTy «0» myHkTa 12 «TpeboBaHuil K 3amuTe NEPCOHANBHBIX JaHHBIX IPU UX
00paboTke B MHPOPMAIIMOHHBIX cHCTeMax nepcoHanbHbIX HaHHBIX» st UCIT[a TBOY Ne 282
TpebyeTcst obecneunTs 4-uil ypOBEHb 3AIIUIIICHHOCTH MEPCOHAIBHBIX TAHHBIX IIPU UX 00paboTKe
B MH(OpMaIMOHHOM cucteMe. Ha ocHOBaHMM NpOBeEHHOM Ki1accupuKanuy HHGOPMaMOHHBIX
CHCTEM B COOTBETCTBUM ¢ TpeOGoBaHMsAMH O 3ammre HHQOpPMAIUM, HE COCTABIISIOLICH



rOCy/IapCTBEHHYIO TailHy, COJEpKalleicss B TOCYIapCTBEHHBIX WH()OPMAIMOHHBIX CHCTEMax,
yTBepkaeHHbIX nmprukazoM @CTIOK Poccun Ne 17 ot 11 deBpans 2013 roga, UCIT/In ['BY Ne 282
KOMUCCHEHN MPUCBOEH Kilacc 3amuuieHHoctu K3.

5. CIIOCOBbI HAPYHIEHU A XAPAKTEPUCTHUK BE3OITACHOCTHU IIEPCOHAJIBHBIX

JTAHHBIX

Hcxons w3 mepedHss MEpCOHAIBHBIX JaHHBIX, oOpabareiBaeMbix B MCII/IH, cymecTByroT

ClIeyIOLIMEe CIIOCOOB! HAapyIIEHUsI XapaKTepucTUk 6ezomnacHocty 11/]H:

— XMIICHUE NEPCOHAIBHBIX JAHHBIX COTPYIHUKAMH INPEAIPUATHS Ul UCIOJIb30BAaHUS B
KOPBICTHBIX LIEJIAX;

— rmepenada (PMHAHCOBOMW, AJPECHOM, IOPUAMYECKONH M Tpouell MHPOpMauu O CyOBeKTe
ITJ11 TpeTbuM nUIaM;

— HECAHKIMOHHUPOBAHHOE IyOJIMYHOE pa3rjallleHue I[EPCOHAIBHBIX JaHHbBIX, CTaBIIMX
W3BECTHBIMH COTPYIHHUKAM IIPEANPUATHS;

— HECaHKIUMOHMPOBAHHOE IIOJy4ECHHE IIEPCOHAIBHBIX JAHHBIX TPETHBUMHU JIMIIAMY;

— yYHUYTOXEHHE (MHAHCOBOH, aJJpeCHOH, FOPUANYECKON 1 Tpodel mH(OopMaIu o CyOBeKTe
IT1n;

— Moaudukanus GUHAHCOBOH, aAPECHOH, IOpUANYECKO U mpodelt nHopMalu OOTHpEHE
(buHaHCOBOM, aIPECHOM, IOPUANYECKOM U npoueit nHpopmaiu ocyonsekre I1/1H;

— BBOJ| HEKOPPEKTHOH (MHAHCOBOH, aApecHOH, IOpUANYECKON U mpodel uHpopManuu o
cyonekte [1J1H;

— Iepejadya HEeKOPPEKTHOH (MHAHCOBOM, aAPECHOM, IOpUINUECKON U Npoyei nHdopmauu
o cyowekre [1/1H;

— HCKaXXeHMe apXMBHOM nHpopmanuu no cyobekry [1/1H;

— YHUUTOXXEHHME apXUBHOH MH(popMalu mo cyonexty I1/1H.

6. YI'PO3bl BE3OITACHOCTHU NIEPCOHAJIBHBIX TAHHBIX, ITPU UX OBPABOTKE
B THOPOPMAIIMOHHBIX CUCTEMAX INIEPCOHAJIBHBIX JTAHHbIX

Ilon yrpo3amu 0e30MacHOCTH MEPCOHAIBHBIX HaHHBIX Npu ux obpadotke B HCIIH
MTOHUMAETCA COBOKYIHOCTb YCJIOBUH M (DaKTOPOB, CO3JAIOLIUX MOTEHIMAIbHYIO WU PEaIbHO
CYIIECTBYIOIIYI0  OMAaCHOCTb,  CBA3aHHYH ¢  yTedkod  uHpopmammu u  (WIKN)
HECaHKLMOHUPOBAHHBIMU U (MJIM ) HETIPEAHAMEPEHHBIMHU BO3/IEHCTBUSAMH Ha Hee. TakuM 00pazom,
yrpo3bl OezonmacHoctu IT[[H mpu ux oGpabotrke B MCII/IH MoryT ObITh CBsI3aHBI KaK C
HernpeaHamepeHHbIMU AecTBusiMU niepconana MCIIIH, Tak v co cieruanbHO OCYIIECTBISIEMBIMHU
HEMPAaBOMEPHBIMU JACHCTBUAMM OTIEIbHBIX OpraHU3alluid M TpPaXKJaH, a TaKKe HWHBIMHU
UCTOYHUKAMU yrpo3. HempaBomepHble A€WCTBHUS MOTYT UCXOAMTH Takke U OT COTPYIHHKOB
MIPEANIPUATHS B CIIydae, KOIr/la OHU PacCMaTpPUBAIOTCSl B KA4ECTBE MOTEHIIMAIBHOTO HAPYIIUTENSA
6e3onacuoctu [1][H.

B nensix popmMupoBaHus CHCTEMaTU3UPOBAHHOTO TepeyHst yrpo3 6e3onacHocTH [1/IH npu nx
obpabotke B WCIIJIH, yrpo3sr Oe3omacHocTH mnepcoHadbHbIM gaHHBIM B UCII[IH MoxHO
KJ1accu(UIUPOBATh B COOTBETCTBUU CO CIIEIYIOIUMH PHU3HAKAMMU:

— II0 BUJaM BO3MOYKHBIX HICTOUHHUKOB yIPO3;

— mno tuny UCII/IH, Ha KOTOpBIE HalpaBiIeHa pealn3alus yrpos;

— TI0 BHJy HapyIlIaeMoro cBOicTBa HH(pOpMAIMH (BUAY HECAaHKIIMOHUPOBAHHBIX JIEHCTBUH,
ocyuecTBisieMbix ¢ [1/1H);

— 10 crocobaM pean3aluy yrpos;

— I10 UCHOJb3yEMOH ySI3BUMOCTH;

— 110 OOBEKTY BO3ICHCTBHUSI.

Hns UCII[H cymecTByIOT cileayroume Kiaccsl yrpos 6eszomacHoctu I[1/1H.

ITo BM1aM BO3MOKHBIX HCTOYHMKOB YIP03 0€30IaCHOCTH NEePCOHATBHBIX JAHHBIX:

— YIpo3bl, CBA3aHHBIC C MPECAHAMCPCHHBIMU W1 HCUPCAHAMCPCHHBIMU I[QﬁCTBHSIMPI JIMII,



umeromumu goctyn Kk UP WUCIIIH, BKItOYas MOJIb30BATENICH, pEeaU3yIOIIUE YIPO3bI
HenocpencrseHno B UCII/IH;

yIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMUA WM HEMpPEIHAMEPEHHBIMH JIEUCTBUSIMU JIUIL,
He nMetronux aoctyna k MCII/{H, peanu3syromiye yrpo3bl U3 BHEIIHUX CETEH CBSA3H O0LIET0
MOJIb30BaHUS M (WJIM) CeTed MEXIyHApOIHOTO MH(POPMAITMOHHOTO OOMEHa,

yIpo3bl, BO3HUKHOBEHHE KOTOPBIX HANpPSAMYI 3aBUCHUT OT CBOHCTB TEXHHUKH,
ucnosp3zyemoit B UCII/IH;

YIpO3bl, CBA3aHHBIE CO CTUXUMHBIMU IPUPOIHBIMU SIBJICHUSMH.

Kpome 31oro, yrpo3sl MOI'yT BO3HUKATh B pE3yJIbTaTe BHEIPEHUS alIApaTHBIX 3aKJIAJ0K U
BPEIOHOCHBIX ITPOTPAMM.
ITo Tumy UCII/IH, Ha KOTOpbIe HANIPpAaBJIeHA YIPO3a

[To crpykrype MCII/IH, Ha KOTOpBIE HAMpaBJICHA yrpo3a, HEOOXOAMMO PacCMaTPHUBATH

CICOYIOMUEC KIIaCChI YI'PO3:

yrpo3pl  0€30MacHOCTH  JlaHHBIX, oOpabatsiBaeMbix B MCIIJIH nHa  OGaze
aBTOMAaTU3MPOBAHHBIX PabOYMX MECT;

yrpo3bl 0€30MacHOCTH AaHHBIX, oOpabarbiBaembix B MCIIJIH Ha 06a3e IOKadbHBIX
MH(POPMAIIMOHHBIX CHCTEM.

ITo cnioco6am peasim3anum yrpos:

ITo cnoco6am peanu3any yrpo3 BbLISISAIOT CIECAYIOUINE KIacChl yrpo3:

YIpoO3bl, CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM jocTynoM K II/[H (B Tom umcie yrpossl
BHEJPEHHUS BPEJAOHOCHBIX IIPOTPAMM);

yrpo3sl yreuku [1JIH mo TexHumueckum kaHanam yteuku uH(popmarun (TKYN);
yrpo3sl cnenuaibHbix Bozaeicteuil Ha UCIT/IH.

ITo Buay HapymIaemMoro ¢BoiicTBa MH(pOpMaMU (HECAHKIIMOHUPOBAHHBIX [1efiCTBUH,
OCYLIECTBJISIEMBIX € IEPCOHATbHBIMH JAHHBIMM):

ITo BUY HCCAHKIIMOHHUPOBAHHBIX I[CI\/'ICTBI/If/'I, OCYHICCTBIACMBIX C ICPCOHAJIbHBIMUA

JaHHBIMH, MOXXHO BBIJICIINTDb cne):[yfonmﬁ KJIaCcC yrpos:

yrpo3bl, MPUBOIAIINE K HapylieHHI0 KoHpuaeHnuansHoctu [1J{H (KomupoBaHUIO WU
HECaHKLUMOHUPOBAaHHOMY  pacHpOCTPAaHEHUIO), MpH  peaJu3alud, KOTOpPbIX HE
OCYIIECTBIISIETCSI HETIOCPEICTBEHHOTO BO3/ICHCTBUS HA COo/iepKaHne HH(opmaIuu;
yIpO3bl, NPUBOIAIINE K HECAHKUMOHUPOBAHHOMY BO3JEHCTBUIO HA COJEpPKAHHUE
nH(popMaluK, B pe3ysbTaTe KOTOPOrO IPOUCXOAMT HW3MEHEHHE JaHHBIX WIH HX
YHUUYTOXEHUE;

YIpO3bl, IPUBOAAIINE K HECCAHKIIHUOHUPOBAHHOMY BOSI[GI}'ICTBPIIO Ha MpOrpaMMHBIC HJIN
nporpammHo-anmnaparasie daemenTsl UCIIJIH, B pe3ynbTaTe KOTOPOTO OCYIIECTBIIACTCS
OJIOKMPOBaHUE JAHHBIX.

Ilo ncno.msyeMoﬁ YA3BHUMOCTH BBIACIAIOTCA CIACAYIOIIHNE KJIACChI YIPo3:

Yrpo3bl, peaju3yeMble C HCHOJIb30BAHUEM YSI3BUMOCTH CHCTEMHOIO MPOrpaMMHOTO
obecnieuenus (I10);

YIPO3bl, peau3yeMbIe C HCIOJIb30BaHUEM YSI3BUMOCTH NpukiIagHoro 110;

Yrpo3bl, BO3HHUKAIOIIME B pe3yJIbTaTe€ HWCMHOJb30BAHUS YSI3BUMOCTH, BBI3BAHHOU
Hanuurem B UCIIJIH anmapaTHO# 3aKiaiky;

Yrpo3bl, peaTu3yeMble C HCIOJIb30BAHUEM YSI3BUMOCTEH MPOTOKOJOB CETEBOIO
B3aUMOJICVCTBHS M KAHAJIOB NEpeAavyu JaHHBIX;

yYIpo3bl, BO3HMKAKOIIAE B pe3yJbTare HCIOIb30BAHUS YSI3BUMOCTH, BBI3BAHHOMN
HEJI0CTaTKaM1 OpPraHU3aliy TeXHUYECKOH 3aINThl HHYOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O
JOCTYIIa;

YIpo3bl, pealn3yeMble C HCIOJIb30BAHUEM YSA3BUMOCTEH, OOYCIOBIMBAIOUINX HAWYHE
TEXHUYECKUX KaHAJIOB yTeUKH UH(OpMaInuy;

YIpO3bl, peaTnu3yeMble C UCTIOIb30BAaHUEM YS3BUMOCTEHN CpeACTB 3aIlUThl HH(OPMALIUH.

ITo 00beKkTy BO31€eliCTBHS BBIACJAIOTCSH CIeAYIOIIHMe KJIACChl YIPO3:

yrpo3bl 6e3onacHoctH [1/1H, oOpabarbiBaeMbix Ha APM;
yrpo3bl 6e3omacHocTH I1/IH, 0OpabaThiBaeMbIX B BBIIEICHHBIX CPEICTBaX 0O0pabOTKU
(mpuHTEpax, IUI0TTEpax, rpadonocTponTensx, BBIHECEHHBIX MOHUTOpAX,



BHJICOTIPOCKTOPAX, CPEICTBAX 3BYKOBOCHPOU3BENEHUS W T.I.); YTPO3bl OE30MACHOCTH
[1/IH, mepenaBaeMbIX MO CETSAM CBS3H;

—  YIpO3bI MPUKIIATHBIM IIPOTpaMMam, ¢ TIOMOIIBIO KOTOPBIX oOpadareiBatorces [1]1H;

— yrpo3ssl cucreMHomy 110, obecnieunBatomemy ¢hyakunonuposanue UCIIH.

7. XAPAKTEPUCTUKA UCTOYHUKOB YI'PO3 BE30OIIACHOCTH MEPCOHAJIbHBIX
JTAHHBIX B UCTIJTH

B ornomenun UCII[H MoryT cymecTBoBaTh TpH THIA UCTOYHHUKOB Yrpo3 OE30IaCHOCTH
I1]In:

1. AnTtpomnoreHHsle HCTOYHHUKH yTrpo3 6e3omnacHocTH [1/1H.

2. TexHOreHHBIC HCTOYHHUKHU yTrpo3 Oe3onacHocTH [1/]H.

3. CruxwuiiHble UCTOYHUKH Yrpo3 OezomacHoctu I1/1H.

AHTpONOreHHbIe HCTOYHUKHU yrpo3 0e3onacHoctu I1/1n:

B kauectBe anTpomnoreHHoro ucrounuka yrpo3 ans MCII/IH HeoOxoaumo paccMaTpuBaTh
cyObeKTa (JINYHOCTB), UMEIOIIETO CAaHKIIMOHUPOBAHHBIN MM HECAaHKIIMOHHUPOBAHHBIA JJOCTYII K
pabote co mratHeiMu cpenctBamu UCII/IH, AeiicTBHsI KOTOPOro MOTYT MPUBECTU K HAPYIICHUIO
0€30MaCHOCTH TMEPCOHATBHBIX TAaHHBIX. AHTPOIOTEHHBIE MCTOYHUKU YIpo3 MO OTHOIICHHUIO K
NCTIJx MoryT OBITH KaK BHEIIHUMU, TaK U BHYTPEHHUMHU.

Cpenu BHEWIHUX AaHTPONOIEHHBIX MCTOYHHMKOB MOXKHO BBLACIUTH CIIy4alHbIE U
IpeAHaMEPEHHbIE HCTOUHUKHU.

Crnyuaiinble (HepeAHAMEPEHHbIE) UCTOUHUKN MOTYT HUCIIOJIb30BAaTh TaKUE YSI3BUMOCTH, KaK
omnOKu, coBepieHHbIe npu npoekTrupoBanu CII/IH u ee a1eMeHTOB, OIIMOKY B TPOrPaMMHOM
obOecrieueHnr; pa3IMIHOro pojaa cOoM W OTKaswl, moBpexaeHus, npossisiembie B UCITH. K
TaKUM HCTOYHMKAM MOYXHO OTHECTH MEPCOHAJ NOCTABIIMKOB Pa3JIMYHOr0 POJa yCIyr, IEPCOHAI
HaJ[30PHBIX OpraHU3alUNA U aBapUIHBIX CIIyk0 U T.1. [leficTBUs (Yrpo3bl), HCXOAIINE OT JAHHBIX
HUCTOYHUKOB, COBEPIIAIOTCS IO HE3HAHUIO, HEBHUMATEIBbHOCTH WJIM XaJAaTHOCTH, W3
T00OMBITCTBA, HO 0€3 3JI0T0 YMBICIA.

IIpenHaMepeHHbIE MCTOYHHUKHM TPOSIBIISIFOTCS B KOPBICTHBIX YCTPEMIICHUSX HAPYILIUTENIEH.
OcHoOBHasl 11eJIb TAaKUX UCTOYHMKOB — YMBIIIJIEHHAs AE€30praHu3alusi padoThl, BHIBOJ CHCTEM
I'BOY Ne 282 u3 cTpost, ucKakeHHe MHpopManuu 3a cueT npoHukHoBeHus B MCII/IH myrem
HECaHKLMOHUPOBAHHOTO JOCTYTIA.

BHyTpeHHHMH HCTOYHUKAaMHU, KaK MIPaBUIIO, SABJISIFOTCS CIEIIUATNCTHI B obsacTu
MPOrpaMMHOTO oOOecreyeHus] M TEXHUYECKUX CpPEICTB, B TOM YMCIE CPEACTB 3alUThI
uH(pOpMaINY, UMEIOIIEe BO3MOKHOCTh MCIIOJIb30BaHMS IITATHOTO 000PYA0BaHUS U IPOrPaMMHO-
texunyeckux cpenacts MCII[Jn. K TakuM HMCTOYHMKAM MOKHO OTHECTH OCHOBHOM MEPCOHA,
npeacTaBuTeNiel ciy’k0 Oe30MacHOCTH, BCIOMOTAaTEIbHBIH W TEXHWYECKUH mnepcoHan. [[ns
BHYTPEHHUX UCTOUYHUKOB yTrpo3 0c000€ MECTO 3aHUMAIOT YIPO3bl B BUJI€ OIUMOOYHBIX IEHCTBUS U
(unmm) HapymieHuH TpeOOBaHUI HKCIUTyaTallMOHHOW M WHOW JIOKYMEHTAlMU COTPYIAHHUKAMHU
I'bOY Ne 282, nmeroniux poctyn k MP UCIT/H.

K nono6HbIM yrpo3am, B YaCTHOCTH, OTHOCSTCS:

— HENpPEeAyMBIIIJIEHHOE UCKAXEHNE WIH YAAJIEHUE IPOrPAMMHBIX KOMIIOHEHTOB;

— BHEAPEHUE U UCII0JIb30BAHNE HEYUTEHHBIX IPOTPAMM;

— WTHOPHUPOBAHHME OPTaHU3AIMOHHBIX OTPAaHUYCHUN (YCTAHOBJICHHBIX MPABIII) MPU padboTe
¢ pecypcamu UCII/IH, Bkitouast cpeacTBa 3amuThl HHpopManuu. B yactHocTH:

— HapylIeHue NpaBuiI XpaHeHHsI UHOPMaIlUU OTPAaHUYEHHOTO JOCTYTIa, UCII0JIb3yeMO
MpH DKCIUTyaTallid CPEACTB 3allUThl MHGpOpManuu (KIOYEBOW, MapONbHOW U
ayTeHTUUIUpYyroel HHPopMaIm);

— IIPENOCTaBIECHUE IIOCTOPOHHUM JIMIIAM BO3MOXHOCTH OCTYIA K CPEACTBAM 3all[UThI
uH(pOpMaLINY, a TAaKKe K TEXHUYECKUM U MPOTPAMMHBIM CPEICTBaM, CIIOCOOHBIM
MOBJIUSTh Ha BBIMOJHEHHE NPEIBSIBISEMBIX K CPEICTBAM 3alllUThl MH(OpMaLUU
TpeOoBaHUM;

— HACcTpoiiKa ¥ KOH(HUTypUpPOBaHHE CPEICTB 3alIUThl WH(POPMALMU, a TakKKe
TEXHUYECKUX U TMPOTPAMMHBIX CpPEICTB, CIHOCOOHBIX MOBIMATH Ha BBINOJIHEHHE
MPEeIbIBISEMBIX K CpEICTBaM 3allUThl MHQOpMAIMK TpeOOBaHUM, B HaPYIICHHE



HOPMAaTUBHBIX U TEXHUYECKUX JOKYMEHTOB;

— HecooOmeHne o (akTax yTpaThl, KOMIPOMETAIMH KJIOYEBOW, MNapOoJbHOH U
ayTeHTHGUIUpYIOMIeH uHopManuu, a Takke JIOoW napyroit uHpopmanuu
OrPaHUYEHHOIO JOCTYIIA.

Haubonpiryro omacHOCTh MPEACTaBISIOT MHpeJHAMEPEHHBIE YTPO3bl, HCXOMAIIUE KaK OT
BHEILIHUX, TaK U OT BHYTPEHHUX aHTPOIIOI€HHBIX UCTOUHUKOB.

Heo6xonumo paccMaTpuBaTh CIIEAYIONINE KIACChl TAKUX YTPO3:

— YIpO3bl, CBSI3aHHBIE C IPEIHAMEPEHHBIMU ACUCTBUSMM JIML, HMEIOIIMMU JOCTYyH K
UCIIn, Bxmovas mons3oBatened WMCIIJJH W WHBIX COTPYAHUKOB MPEANPUSATHS,
peanu3yromuMu yrpo3sl HenocpeactBeHHo B CIT/IH (BHYTpeHHUN HAPYIIUTEh);

— YIpO3bl, CBA3aHHBIE C MPEAHAMEPEHHBIMU JIEHCTBUSAMHU JIML, HE UMEIOIUMHU JIOCTyIa K
NCTI/IH u peain3yrOmUMU YIpO3bl U3 BHEITHUX CETEH CBSA3HM OOINEro MOJb30BaHUS WU
ceTeil MexayHapoAHOro HH(OPMALIMOHHOTO 0OMEeHa (BHEIIHUN HApYIIUTENh);

— yIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU JICUCTBUSAMU JIML, HE UMEIOIIMMH JOCTYIa K
NUCTI[JH u peanu3yrouMH Yrpo3bl MO TEXHMYECKMM KaHajaM YTEUYKd HHGOpMaluu
(TKVYDN).

TexHoreHHble HCTOYHUKH YIpo3 OesonacHoctu I1/{H:

TexHOreHHble HCTOYHUKH YTPO3 HAPSMYIO 3aBUCST OT CBOMCTB TEXHUKU. JlaHHBIE HICTOYHUKHU

TaK)Ke MOTYT OBITh KaK BHEIIHUMHU, TaK U BHYTPEHHUMH.

K BHemHuM ucrouHnkam oTHoOcATCS HHMpacTpykTypHble 3nemeHTsl MCIIJIH: cpencTBa cBsizu
(TenedoHHBIE JTUHHUH, JIMHUW TMEpelaydl JaHHBIX U T.I.), CETH HHKEHEPHBIX KOMMYHHKAIIH
(BomocHabxeHUe, KaHaTU3alusl, OTOTICHUE U TIP. ).

K BHYTpeHHUM HMCTOYHHMKAM OTHOCSTCS HEKAUECTBEHHbIE TEXHUYECKHE M IPOrpaMMHBIE
cpeactBa 00pabOTKM WHGOpPMALKK, BCIIOMOTATElIbHBIE CpEICTBa (OXPaHbI, CHUTHAIM3ALNH,
TeneoHUn), Apyrue TexHudeckue cpenactsa, npumensembie B MICII/IH, a Takxke BpenoHOCHOE
IIPOrpaMMHOE 00€CTIEYeHHUE U allllapaTHbIE 3aKIaIKH.

AnnapartHas 3aKJajKa.

AmmapaTHble 3aKJIaJKd MOTYT OBITh KOHCTPYKTUBHO BCTPOCHHBIMH W aBTOHOMHBIMH.
AnmapaTHble 3aKJIaJK1 MOTYT PEaIn30BaTh YrPO3bl:

— cbopa u Hakorenus [1/]1, o6pabareiBaembix u xpanuMbix B UCI/IH;

— ¢opmupoanus TKYU.

B cuny oTMeueHHBIX CBOMCTB ammapaTHBIX 3akiafoK A (GEeKTUBHAS 3alIUTa OT HUX MOXKET
ObITh OOecreueHa TOJIBKO 3a CUeT TIIATEeJIbHOTO y4eTa MX CHEeHU(PUKA U COOTBETCTBYIOIIEH
OpraHM3aIiy TEXHUYECKOH 3Tl HHPOpMAIK Ha BceX cTaausx sku3HeHHoro mukia UCIT/Ix.

Hocurenn Bpe1oHOCHOH NPOrpaMMbl.

B xauectBe HOcuTens BpenoHocHoi nporpammel B MCIIJIH MokeT BeICTynarh anmapaTHbII
AJIEMEHT CPECTB BhIUMCIUTENbHON TexHukH U3 coctaBa UCIIIn unu T10, BeimonHsIOMIEE POITH
IIPOrpaMMHOT0 KOHTEHHEpaA.

Ecnm BpenonocHast mporpaMma He acCOLIMHUPYETCS ¢ KaKOW-IM00 MPUKIATHON TTPOrpaMMoit
u3 cocraBa cuctemMHoro uiu oomero 10 MCII/IH, B kauecTBe ee HOCUTEINS BBICTYIAIOT:

— BHEIIHUM MalIMHHBIA (OTYYXKJAa€MbIil) HOCHUTENb, T.€. JUCKETa, ONTHYECKUH JUCK,
JIa3epHBIN THUCK, (PIAII-TaMSITh, BHEITHUHN KECTKUN AVUCK U T.IT.;

— BCTpOCHHBIE HOCHTENU WHGPOpMaluu (KECTKHE IUCKH, MUKPOCXEMBI OIepaTUBHOU
MaMsTH, TPOIECCOP, MHUKPOCXEMBI CHCTEMHON IUIaThl, MHKPOCXEMBI YCTPOWCTB,
BCTpPAMBacMbIX B CHUCTEMHBIH OJIOK YCTpOICTBa — BHJI€OANaNTEpa, CETEBOW TIATHI,
YCTpPOICTB BBOJA/BbIBOJIA U T.1.)

— MHKpPOCXEMBbI BHEIIHUX YCTPOWCTB (MOHUTOpA, KJIaBUATypbl, MPUHTEpa, IUIOTTEpA,
CKaHepa U T.I1.).

B ToMm ciydae, eciiu BpeJOHOCHAs pOrpaMma MOKET OBITh MPOACCOIMUPOBAHA C CUCTEMHBIM
unu oomuMm I10, ¢ daitmamu pa3nuuHON CTPYKTYPBI HIIA ¢ COOOIIEHUSMH, TTEPEIaBaeMbIMU T10
CETH, TO €€ HOCUTEJIEM SIBIISIIOTCS:

— makeTsl iepeaaBaembix 1o cetu MCIT/In cooOmienuit;

—  (haiinbl (MCTIOTHSIEMBIE, TEKCTOBBIC, TpaduecKue u T.1.).

[Ipy BO3HMKHOBEHUHU YIpO3 W3 JAHHOW TPYIIIbI MOSBIAETCS MOTEHIUAIbHAS BO3MOXHOCTb
HapylleHus KOH(PHUACHUUATbHOCTH, IIEJIOCTHOCTH, IOCTYIMHOCTH U JPYIHX XapaKTepPUCTHUK



oe3onacHoctH [1]1H.

Cruxuiinbie HCTOYHUKH Yrpo3 6esonacHoctu I1/{H.

CTuxuifHbIE ICTOYHUKH YTPO3 OTIMYASTCS OOJBIINM Pa3HOOOpa3HeM 1 HEMPEICKA3yEMOCThIO
U SIBJISIFOTCSI, KaK TPaBUJIO, BHEITHUMH 110 oTHOIIEHHIO K ['BOY Ne 282. [Tox Humu, mpex e Bcero,
paccMaTpUBaIOTCS PA3IMYHbIE TPUPOAHBIC KaTaKIU3MbL: IOXKapbl, 3MJICTPSICEHUS, yparaHbl,
HABOJHEHUA. BO3HUKHOBEHHE 3TUX HCTOYHUKOB TPYAHO CIPOTHO3UPOBATH M UM TSKEIO
MPOTUBOACHCTBOBATh, HO TMPU HACTYIUICHUU TMOAOOHBIX COOBITHI HapyIIaeTcsl IITaTHOE
¢byukuuonupoBanue camori MCII/[H 1 ee cpeACcTB 3alUThl, YTO MOTEHIIUATHLHO MOXKET MIPUBECTH
K HapylICHHIO KOH(HICHIIMATBHOCTH, LEJIOCTHOCTH, JOCTYITHOCTH U JIPYTHUX XapaKTePUCTHK
oe3omacaocTu I1/1H.

3ammra OT yYrpo3, HCXOASIIUX OT TEXHOTEHHBIX M CTUXUUHBIX HCTOYHUKOB YIpo3
6esonacHoctu [1/1H, pernameHTHpYyeTCS MHCTPYKIUSAMHU, pa3paOOTaHHBIMU U YTBEP KJIEHHBIMU
onepaTopoM ¢ yuetoM ocodenHoctel skcruryatanuu UCITH.

8. MOJEJIb HAPYHIUTEJISA BE3OITACHOCTHU NEPCOHAJIBHbBIX JAHHBIX

AHanu3 BO3MOXKHOCTEH, KOTOPHIMH MOXET 00JIafiaTh HAPYLIUTENb, IPOBOAUTCS B paMKax
MOJEIIM HAPYIIUTEIIA.

[Tpu pazpaboTke MoenH HapyIIUTeNs 3a(pUKCUPOBAHBI CIETYIOIINE MOTOKEHUS:

1. Bezomacunocts [1/ln B UCIIJIH oOecnieumBaeTcss CpeICTBaMU 3alIUThl HHPOpPMAIUU
UCTI/[In, a Takke HCMHOIb3yeMbIMU B HUX HWH(GOPMAIMOHHBIMU TEXHOJIOTHIMH,
TEXHHYECKUMHU U TPOTPAMMHBIMHU CPEICTBAMH, YIOBICTBOPSIONIUMHU TPEOOBAHUSAM IO
3amuTe HMHQOpPMAIMK, YCTaHABIMBAEMBIM B COOTBETCTBUHM C 3aKOHOAATEILCTBOM
Poccuiickoit @enepanuu;

2. CpenctBa 3aunmTsel uHpopmanuu (C3U) mrTaTHO (QYHKIMOHUPYIOT COBMECTHO C
TEXHUYECKUMH M TPOTrPAMMHBIMH CpPEJICTBAMH, KOTOpBIE CIIOCOOHBI TOBJUSATH Ha
BBITMIOJTHEHHE MpeabsaBisieMbix K C3U TpeboBanmii;

3. C3U ne moryr obOecrieunts 3amuty [IJIH OT neiicTBHii, BBIMOTHSAEMBIX B paMKax
MPEIOCTaBIEHHBIX CYOBEKTy JeHcTBUU momHoMmoumii (Hampumep, C3UM He Moxker
obecrieunth 3amuty [IJ[H OT pacKpbITUs JIMIIAMH, KOTOPBIM MPEIOCTABIECHO MPaBO Ha
JOCTYM K 3TUM JaHHBIM).

8.1 Omnmucanue HapymuTesel

C Touku 3peHusl HaJIW4us MpaBa MOCTOSHHOTO WM Pa30BOTO JOCTyNa B KOHTPOIUPYEMYIO
30Hy (K3) o6bexToB pasmemenuss WMCII/In Bce ¢dusmyeckue nuia MoOryT ObITh OTHECEHBI K
CIIEYIOIIUM JIBYM KaT€TOPHUSIM:

— Kareropus | — nuua, He UMEIOILIKE TpaBa A0CTyIa B KOHTpoaupyemyto 300y UCII/IH;

— kareropus Il — nuua, umeromue npaso gocryna B KoHTpoaupyemyro 300y MCII/IH.
Bce noreHnnanbHple HapYIIUTENN MOAPA3AEISIFOTCS Ha:
— BHEIIHUX HAPYLIUTENIEH, OCYIIECTBIIAIOIUX aTaKu U3-3a MIPEACIIOB KOHTPOIUPYEMOMN
3oHb1 UCII/IH;
— BHYTPEHHUX HApyLIUTENIEH, OCYIIECTBIAIOIIMX aTaky, HAaXoHiICh B  Ipelenax
KoHTposmpyemoit 308b1 UCIT/IH.
B kaudecTBe BHEIIHET0 HAPYIIUTENSI KpOME JIMIL KaTeropuu | JOmKHBI paccMaTpUBaThCs
Takke nuua kareropuu II, Haxonsmuecs 3a npenenamu K3.
B otnomenun WUCII/IH B kauecTBe BHENIHEro HApyIIUTEISIMH M3 4YHUCIa JUI Kateropuu |
MOTYT BBICTYIATh:
— ObiBMe cotpynnuku 'bOY Ne 282;
— TIOCTOPOHHME JIMIIA, IBITAIOIHUECS MOTYYUTh 10CTyn K IT/[H B MHUIIMaTUBHOM NOPSIKE;
— IpPEeACTABUTENH IPECTYIIHBIX OPraHU3aLUN.
BHemnuii HapyImuTeb MOXKET OCYIIECTBIIATh:
— nepexBaT obpabatsiBaeMbIx TexHuueckumu cpeacrsamu UCIIn I1/1H 3a cueT ux yreuku
o TKYMH ¢ ncrionb30BaHrEM NOPTATUBHBIX, BOBUMBIX, HOCUMBIX, & TAK)KE aBTOHOMHBIX



aBTOMAaTHYECKUX CPECTB Pa3BEAKH CEPUHHON pa3paboOTKy;

JNECTPYKTUBHBIE BO3JCHCTBUS Yepe3 3JIEMEHTHl HMH(YOPMAIMOHHOW HHEOPACTPYKTYpHI
HUCII[H, xoTopple B TIpPOIECCe CBOEro JKM3HEHHOIO IMKIa (MOJAEpHU3AINA,
COIIPOBOXAECHUE, PEMOHT, YTHIIN3allls) OKa3bIBatoTCs 3a npenaenamu K3;
HECAHKIIMOHMPOBAHHBIA JOCTYNl K HWH(POPMALMU C HUCHOJIH30BAHUEM CIIELHATBHBIX
MPOrPaMMHBIX  BO3JEHCTBUN TMOCPEACTBOM MPOrpaMMbl  BHPYCOB, BPEIOHOCHBIX
MIPOrpaMM, aJIFTOPUTMUYECKHUX WM MPOTPAMMHBIX 3aKIaJ10K;

nepexBaT uHGOpMaIUK, MEpeAaBaeMON IO CETSAM CBS3M OOILEro MOJb30BAHUSA WM
KaHajlaM CBsI3M, HE 3alllMLICHHBIM OT HecaHKIMoHupoBaHHoro pocryna (HCJ)
nH(pOpMAaIUK OPTaHU3AIMOHHO- TEXHUYECKHUMU MEpaMH;

ataku Ha UCIIJIH myTeM pead3anuu yrpo3 yJ1ajJeHHOTO JOCTya.

BuyTtpennuii Hapymmtens (muna kareropuu |l) mompasmensercs Ha BoceMb TIpyni B
3aBHCUMOCTH OT CTI0c00a U MOJIHOMOYHMH TocTyna K nHpopmarmonHsiM pecypcam (MP) UCIT/H.
1. K nmnepBoif rpynme OTHOCATCS COTPYAHMKM HOPEANPUATHHA, HE SBIAIOLIMECS

3apeTUCTPUPOBAHHBIMHU TI0JIb30BaTe sIMU U He fomnyiieHHbie K P UCIIIH, HO nmeromue
caHkimonupoBanHbll goctyn B K3. K 3Toil kaTeropum HapylmuTenel OTHOCSTCS
COTPYAHUKHU PA3JIMYHBIX CTPYKTYPHBIX TOJpa3aeiICHUN NPEANPUATANA: SHEPreTHKH,
CaHTEXHUKH, YOOpUIMIIBI, COTPYIHUKH OXpaHbl U JApYyrue Iuia, obOecrnedyuBaroliue
HOpMaJIbHOE (PYHKIIMOHUPOBAaHUE 00BEKTa HH(OPMATHU3ALINH.

JIM1o naHHOM IpyIIBl MOXKET:

pacmojaraTb MMEHAMU M BECTHM  BBISIBICHHE MApPOJIEH  3apEruCTPUPOBAHHBIX
nonb3oBareneit UCII/IH;

W3MEHSTh KOH(UTYPAIMIO TEXHUYECKHUX cpeacTB 00padoTku [1/1H, BHOCHTH TPOrpaMMHO-
anmapatHseie 3akiaaku B [ITC UCIIIn u obecrieunBaTh cheM UHGOPMAIIUU, HCIIOJIb3YS
HEMOCPEJACTBCHHOE IMOAKIIOYCHNE K TEXHHYECKUM CPEJICTBAM 00paOOTKH HH(OPMAIIHH.
Ko BrOpoil rpynme oTHOCATCS 3apeructpupoBaHHble mnoib3oBarenu MCII/H,
ocymectisitomue orpanudeHHsni goctyn k P UCITu ¢ pabouero mecra. K sToit
KaTErOpUM OTHOCATCA COTPYAHUKH NPEANPUATHN, HMMEIIIME IpPaBO JOCTyHa K
nokanbHbIM P UCTIJIH 1151 BBIOTHEHUS CBOUX JIOHKHOCTHBIX 00S3aHHOCTEH.

JIuo naHHOM IPYIIIbL:

o0J1ajjaeT BCeMH BO3MOKHOCTSIMH JIMII IIEPBOI KaTeropuu;

3HaeT, 0 MEHbILIEH Mepe, OJTHO JIEraJlbHOE UM JOCTYIIa;

o0yajjaeT BceMU HE0OXO0AUMBIMU aTpuOyTamMu (HarpuMep, naposiemM), o0ecreyrBaroIuM
noctyn k UP UCI1/H;

pacniosaraet 11/1H, K KOTOpBIM UMEET TOCTYII.

3. K Tpetneii rpymnmne oTHOCATCS 3aperucTprpoBaHHble nosib3oBaTenu nojacucrem VUCIH,

OCYIIECTBIISIONMMNE YaaneHHbI 1ocTym K [1JIH mo nokanbHOM cetn [BOY Ne 282,

JIuo naHHOM TPYIIIIbL:

o0JazjaeT BCEMH BO3ZMOXKHOCTSIMU JIMI] BTOPOI KaTEropuu;

pacrnosraraet uaHpopmanueit o Tornoioruu cetu UCIIJIH W cocraBe TEXHHYECKUXCPEIICTB
UCII/H;

HUMECT BO3MOXHOCTb MPAMOTO ((bPISI/I‘ICCKOl"O) A0CTynna K OTACIBHBIM TCXHUYCCKHUM
cpenctBam (TC) UCIIH.

4. K derBepToil Trpymnme OTHOCATCS 3apeructpupoBaHHble mnonb3oBarenu WCIIAn ¢

IMMOJIHOMOYHAMU aAMUHUCTPATOPA 0e30IMaCHOCTH CErMEHTa I/ICHI[H

JIno 1aHHOM TPyNIIBIL:

oOnanaer mnoiHOM uWHGOpMalMell O CUCTEMHOM U MPUKIAAHOM  MIPOTpaMMHOM
obecniedenuu, ucnoiabzyemoM B cermente UCIIT/IH;

oOnamaeT TMONHOW WHPOpPMAIMEH O TEXHHYECKUX CPEACTBaX H  KOHPUTYpaluu
cermenta MCII/IH;

MMEEeT JIOCTYNl K CpEeACTBaM 3allUThl MH(POpPMAIMM U TMPOTOKOJIMPOBAHHUSA, a TAKXKE K
OTJIETIbHBIM 3JIEMEHTaM, UCTIOIb3yeMbIM B cermeHTe UCII/IH;

HMEET JIOCTYI KO BCeM TeXHUUecKuM cpeactBam cermenta MCII/IH;

obnamaer mpaBaMu KOH(MUTYPUPOBAHUS WM aJIMHHHUCTPATUBHOW HACTPOWKH HEKOTOPOTO



MOJMHOK€eCTBa TeXxHu4Yeckux cpeactB cermenta MCII/H.

5. K ngToii rpynme OTHOCSATCS 3aperUCTPUPOBAHHBIE IOJH30BATENNM C IOJHOMOYHUSMU
CUCTEMHOTO aJMUHUCTPATOPa, BBHIMOIHSIONICTO KOHPUTYPHPOBAHUE U YINPABICHHE
IPOrpaMMHBIM OOecriedeHreM U 000pyI0BaHUEM, BKIIIOUasi 000pyI0BaHKE, OTBEYAIOIIee
3a 0€30MaCHOCTh 3aIlUIAEMOTO OOBEKTa: CpPEICTBA MOHUTOPUHTA, PE3EPBHOTO
KOIUPOBAHUS, aHTUBUPYCHOT'O KOHTPOJIS, 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

JInno 1aHHOM IPYIIIIBL:

— o0Omamaer monHOW HH(OpPMaIMeld O CUCTEMHOM, CHElHaTIbHOM H mpukiagaoMm 10,
ucnonszyemom B UCII/IH;

— o6nanaet nonuoi uHpopmanueit o TC u xondurypauuu UCIT

— umeet goctyn ko Bcem TC UCIIIH u nanHbIM;

— o0namaeT npaBaMu KOHPUTypUpoBaHUs U agMuHucTpatuBHON HacTpoiiku TC UCTI/H.

6. K mmecroifi rpymme OTHOCATCS 3aperucrpupoBaHHbie moib3oBarenu HCII[IH ¢
MOJIHOMOYMAMHU  aJAMUHUCTpaTtopa Oe3zonmacHoctd ['BOY Ne 282, orBewatomero 3a
coONIOZIeHHE TPaBHJI pa3TpaHUYEHUS JOCTYyMa, 3a TeHEPalHI0 KIIOYEBBIX SJIEMEHTOB,
CMEHY IMapojieil, Kpunrorpa@uyeckyr 3amuTy wuHGOpMamuu. AJTMUHUCTPATOP
0€30MacHOCTH OCYIIECTBIISIET ayAUT TEX KE CPEACTB 3AIIUTH O0BEKTA, YTO U CUCTEMHBIN
aJIMUHHUCTPATOP.

JIu1o JaHHOM TPYIIIBL:

— obmagaet nosHo# uHpopmarueit 06 UCITH;

— WMEeT JOCTyH K CpPEICTBaM 3allWThl MHPOPMAIMU U TPOTOKOIMPOBAHUS M K YaCTH
KkiroueBbIX neMenToB UCIIIH;

— He HMeeT MpaB JOCTyna K KOH(PUTYpUPOBAHHIO TEXHHUYECKUX CPEACTB CETH 3a
UCKITIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

7. K ceagpmoii rpymime OTHOCATCS JIMIAa M3 YHUCIAa MPOTPAMMUCTOB - Pa3pabOTUHKOB
CTOPOHHEW OpraHu3aluu, SBJSonMxcs noctaBmukamu 110 u nuna, obecnednBaromue
ero conpoBoxaeHue Ha o0bekTe pazmemenust UCII/Ix.

JIuo naHHOM IPYIIIbL:

— obnanaer nHdopmanuer 06 anropuTMax MU mporpamMmax o0paOOTKM HHPOpMAIUU B
HCIIH;

— 005a7aeT BO3MOXKHOCTSMU BHECEHHs OIIMOOK, HeIeKJIapUpOBaHHBIX BO3MOXKHOCTEH,
MPOTpaMMHBIX 3aKJIaJIoK, BpeaoHOCHbIX mporpamm B I1O UCII[lH Ha cramuu ero
pa3paboTKH, BHEIPEHUS U COTIPOBOXKICHMS,;

— MOXeT pacnoiaraTh Jo0biMu ¢parmeHTamMu nHpopManuu o TC oOpaOOTKM U 3aIMUTHI
uHpopmanuu B UCII/IH.

8. K BoceMoii rpynme otHocsTcs nepconan, oocmyxuBaromuii TC UCIT/IH, a Taxke nuia,
o0ecreunBaroIue nocTaBky, conponoxaenue u peMont TC UCII/IH.

JIno 1aHHOM TPyNIIBIL:

— obnamaeT BO3MOXKHOCTIMU BHeceHUs 3akianok B TC UCII/H Ha craauu ux pa3paboTkH,
BHEJIPEHHUS U CONIPOBOXKACHHUS;

— MOXeT pacnonaratb  ¢parmeHtamu  uHpopmaruu o  Tomosorun  MCII/IH,
aBTOMaTH3MPOBAHHBIX ~ pabo4yMx  MecTaX, cepBepax u KOMMYHHUKAaIlMOHHOM
obopynoBanuy, a Taxke o TC 3amutsl uHGopmaruu B UCII/IH.

8.2 IIpenmoJioxkeHUsI 0 BOBMOKHOCTSX HAPYIIMTEJIst

Jns momyueHust ucxoaublx AaHHbIx o MCIIJIn napymmuTens (kak | xareropum, Tak u |l
KaTeropuu) MOXKET OCYILECTBIATh MepexBaT 3alu(ppoBaHHOM MH(OpPMAlMM U WHBIX JaHHBIX,
nepeaaBaeMbIX 110 KaHAJIaM CBSI3M CETSIM OOIIIETO MOJIb30BaHUS U (MIIM) CETSM MEXyHapOIHOTO
nHPOPMAIIMOHHOTO OOMeHa, a Takke Mo JokanbHbIM ceTsiM MCIT/IH.

JIro00#1 BHYTpEHHUH HAPYIIUTEIbh MOXXET MMETh (DU3UYECKUU JOCTYN K JIMHHSIM CBSI3H,
CUCTEMaM JJIEKTPOIUTAHMS U 3236 MIICHHUS.

IIpennonaraercs, 4TO BO3MOYKHOCTH BHYTPEHHETO HapyILUTENs CYIIECTBEHHBIM 00pa3oM
3aBUCAT OT JEHCTBYIOUIMX B IpeJesiax KOHTPOJIUpPyeMoi 30HbI 00bekToB pazmenienus UCIIAx
OTPaHUYUTENIBHBIX (PAKTOPOB, U3 KOTOPBIX OCHOBHBIMH SBIISIOTCSI PEKUMHBIE MEPOIPUATUS U



OpraHU3alMOHHO-TEXHUYECKUE MEPbI, HAIIPABJICHHBIC HA:

— TpeAOoTBpalleHUE U IPECeUCHNE HeCAaHKITMOHUPOBAHHBIX JICHCTBHIA;

— 1oaOOp M pacCTaHOBKY KaJIPOB;

— J0myCcK (pU3WYECKHMX JIMIl B KOHTPOIMPYEMYIO 30HY W K CPEJICTBAM BBIYMCIUTEIHLHOMN

TEXHUKHU,

— KOHTPOJIb 32 MOPSAIKOM IIPOBEICHUS padoT.

B cuiy sToro BHyTpeHHUI HapyUIUTENh HE UMEET BO3MOKHOCTHU TMOJYYEHUS CIIEHUATBHBIX
3Hanuit o UCII[In B o6beMe, HEOOXOAMMOM JIJIsl PEIICHHS BOTIPOCOB CO3JaHUS U TPEOTOJICHHS
cpenctB 3auuThl [1/IH, M HCKIIOYAaeTCs €ro BO3MOXKHOCTH IO CO3/IaHUI0 U TMPUMEHEHUIO
CHEIUaIbHBIX  MPOTPaMMHO-TEXHHYECKUX  CPEICTB  pealu3aluu HeJIeHAIPaBICHHBIX
BO3JICHCTBUI JaHHOTO HAPYIIUTEIS Ha MOJISKAIIUE 3aUTE 00OBEKTHI U OH MOXKET OCYIIECTBIATh
MONBITKA HECAHKIIMOHUPOBAHHOTO joctyna K WP ¢ HCmoap30BaHMEM TOJIBKO IITaTHBIX
nporpaMMHoO-TexHuueckux cpeacts MUCII/In 0e3 HapyuieHus uX HEeI0CTHOCTH.

Bo3MOXHOCTh CroBOpa BHYTPEHHHUX HapyIIUTEIeH MexAy co0oil, croBopa BHYTPEHHETO
HapyLIUTENS ¢ IEPCOHANIOM opraHu3anuii-paspadorunkos noacuctem MCII/H, a Takke croBopa
BHYTPEHHETO M BHEIIHETO0 HApyIIUTEeNel JODKHA OBITh HCKJIIOYEHAa MPUMEHEHUEM
OpPraHHU3AIMOHHO-TEXHUYECKUX W KaJAPOBO-PSKUMHBIX MeEp, JEHCTBYIONIMX HAa OOBEKTaX
pasmenienuss UCIIH.

8.3 IlpeamoJioxkeHusi 00 MMEIOIMXCH Y HAPYILIUTEJIS CPeICTBAX aTaK

[Ipenmnonaraercs, 4yTo HapyLIUTEIb HUMEET BCE HEOOXOAMMBIE AJI INPOBEJIEHUS aTak IIo
JOCTYIHBIM €MY KaHajlaM aTak CpelCTBa.

Buewnuit Hapymmrens (Mua kateropuu 1, a taxoke nuua kareropuu Il mpu HaxoxaeHuu 3a
npenenamu K3) MokeT HCIoib30BaTh CIEAYIOLIME CPEICTBa JOCTyHa K 3allMIaeMoil
nH(popManuu:

— JIOCTYNHbIE B CBOOOJHOM TpoAa)ke ammapaTHble CpeICcTBa U MPOrpaMMHOE
obecrieyeHre, B TOM YUCIIe IPOrpaMMHBIE U allllapaTHbIe KOMITOHEHThI KPUIITOCPE/ICTB;
—  CIIeUalbHO pa3paboTaHHbIE TEXHUUECKUE CPENICTBA U IPOrPaMMHOE 00ECTIEYeHHE;
— CpelICTBa IepexBara u aHajin3a HH()OPMALIMOHHBIX IOTOKOB B KaHAJIaX CBS3H;
— crenuagbHble TEXHUUYECKUE CpecTBa nepexsara nHpopmanuu no TKYU;
— mratHeie cpeacTBa UCII/IH (TobKo B Ciydae UX pacnoiokeHus 3a npeaenamu K3).
BHyTpeHHuit HapymmuTenb A 10CTyNa K 3aliuiiaeMoi nHpopmanuu, cogepxameit I1/1H,
MOXKET HCIOJIb30BaTh Tosbko mTaTHble cpenctBa WCII/IH. Ilpu 3ToM ero BO3MOXKHOCTH IO

HCIIOJIb30BAHHUIO INTATHBIX CPCACTB 3aBUCAT OT PCAIM30BAHHBLIX B I/ICHZ[H OpTraHHU3alluOHHO-
TEXHUYCCKUX U PEIKUMHBIX MEP.

8.4. Onucanue KAHAJIOB aTaK

Bo3MOXHBIMH KaHaJIaMHM aTaK, KOTOPBIE MOXKET HCIIOIb30BAaTh HAPYIUUTENb JUIS JOCTyIA
Kk 3amuiiaemoit uHbopmaruu B UCII/IH, arnstorces:

— KaHaJbl  HEMOCPEACTBEHHOIO0  JOCTyna K  OOBEKTy  (BH3YyaJlbHO-ONTHUYECKHII,
aKyCTHUYECKU, PU3NUECKUI);

— DJIEKTPOHHBIE HOCHUTEIM HMHGOpMalMU, B TOM YHUCIIE€ ChEMHBIE, CIaHHbIE B PEMOHT U
BBILLIE/IIINE U3 YIIOTPEOICHMS;

— OyMaxkHblE€ HOCUTEIHN HH(POPMALIUH;

— ITaTHbIE IporpamMmmHo-annaparssle cpencrtsa MCIIIx;

— KabelbHbIE CUCTEMBl M1 KOMMYTAI[MOHHOE 00OpYIOBaHUE, PACIOJIOKEHHBIE B MpeJesax
KOHTpoJHpyeMoi 30HbI U He 3amuiieHHble or HCJl k mHdopmanun opraHu3anyroHHO-
TEXHUYECKUMH MEPAMH;

— He3alMIIeHHbIe KaHalbl cBsI3u; TKYU.

8.5. Tun HapymmuTeas npu ucnoiab3oBanun B UCIIIH kpunrorpauuyecknux cpeicTn
3aIMTHI HHPOPMaALIMHU



ITpu obmene nnpopmarment mexxay UCII/IH 1 BHEIIHUMH MO OTHOILEHHIO K MPEANPHUITUIO
MH(OPMALIMOHHBIMUA CHUCTEMaMU HEOOXOJUMO HCIIOJIb30BAHUE CPEICTB KpUOTOrpaduueckoit
3amuThl nHGopMaruu (CK3N).

YpoBeHb KpunTorpaduyuecKor 3aliuThl MEPCOHABHBIX JTaHHBIX, obOecrieunBaemMori CK3MU,
OTpEJIESACTCS MyTeM OTHECEHMs] HapyIIUTENs, JEHCTBUSIM KOTOPOTO JOJKHO MPOTUBOCTOSITH
CK3U, Kk KOHKpEeTHOMY THIY, U Oa3upyercs Ha IOJX0JaX, OMHUCAaHHBIX B «METOIUYECKUMH
PEKOMEHIALUSAMHU 110 OOECIIEUEHUIO C MTOMOLIBI0 KPUIITOCPECTB OE€30M1aCHOCTH MEPCOHATBHBIX
JaHHBIX MpU HUX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMaX MEPCOHANbHBIX JaHHBIX C
HCI0JIb30BAHUEM CPEJICTB aBTOMATU3ALIUNY.

Tun mapymmrens u kinacc CK3U nomxken onpenensThes B cooTBeTCTBUU ¢ Tabmuneii 8.1.

Ta6smma 8.1 — CoorBeTcTBHEe THUTIOB HapymuTens U kiacca CK3U

I'pynna BHyTpeHHEro HapyumuTe/s Tun Hapymuress Kaace CK3U
I'pynma 1 H2 KC2
I'pynma 2 H3 KC3
I'pynma 3 H3 KC3
I'pynna 4 H3 KC3
I'pynma 5 H3 KC3
I'pynma 6 H3 KC3
I'pynma 7 H5 KB2
I'pymma 8 H4 KB1

Buemnuit HapymuTens oTHocuTes k Tuny H1. IIpu 3ToM ecnu oH o6s1azaeT BO3MOXKHOCTSIMU
10 CO3/IaHHUI0 CIIOCOOOB U MOJATOTOBKU aTaK, AHAJIOTUYHBIMU COOTBETCTBYIOIIMM BO3MOYKHOCTSAM
BHyTpeHHero Hapymurenas tuna Hi (3a HCKIOUeHHEM BO3MOXHOCTEH, NPEeAOCTaBIsIEMbIX
npeObIBaHUEM B MOMEHT aTaku B KOHTPOJIMPYEMOH 30HE), TO 3TOT HapyIIUTENb Takxke OyneT
o0o03HauaTbcs Kak HapymuTensb Tuna Hi.

9. AKTYAJIBHBIE YI'PO3bl BE3OIIACHOCTH HNEPCOHAJIBHBIX JAHHBIX
B THOOPMALIMOHHbBIX CUCTEMAX INEPCOHAJIBHbBIX TAHHBIX

Jlna BeISBIIEHUs U3 Bcero mepeyHs yrpo3 OezomacHoctu I[IJIH axtyansabix st UCI/IH
OLICHMBAIOTCSI J1BA TOKA3aTEI:

— ypoBeHb ucxoaHou 3anunieHnoctu MCIT/IH;

— 4acToTa (BEpOSTHOCTD) pealn3allii paccCMaTpuBaeMoil yrpo3bl.

9.1. YpoBeHb HCXOAHOI 3aAIMIIEHHOCTH HHGPOPMAIMOHHON CHUCTEMbI NEPCOHATbHBIX
JAHHbIX

[Tox ypoBueM ucxomnou 3ammmeHHoctd VCII[H morumaeTcss 0000IMIEHHBINA MOKa3aTeb,
3aBUCALIMN OT TEXHUYECKUX U IKCIUTyaTaliMoHHbIX xapaktepuctuk UCIIH. [lepeyens naHHbIX
XapaKTePUCTHK U nokazaTtenu 3amuieHHoctd MCIIIxH, 3aBucsmume ot HuX, mokazansl B Tabmuiie
9.1.

st onpenenenus ucxoanon amuieHHocTd UCIIH 1omKHO OBITh pacCUMTaHO MPOIIEHTHOE
COOTHOILIEHUE KAXKJ0TO YPOBHS 3alIUIIEHHOCTH KO BCEM XapaKTEPUCTUKAM, UMEIOIIIUM MECTO JJIS
NCIIdn.



Ta6mmma 9.1 — IMokazarenu ucxoauoit 3amuiieaHoctu UCIIa

YpoBenb
= =
TexHnuyeckue U IKCILTyaTanuoHubie xapakrepuctuku UCIIIn = = =
S| 5| &
Z2 | & 3
A | O =
[Io TeppuTOpHaIbHOMY Pa3MEILICHUIO
pacnpenenennas UCII/{H, koTopast oXBaThIBaeT HECKOJIBKO 00JIacTeH, Kpaes, +
OKPYT'OB WJIH
ropoackas WMCIIJIH, oxBaThiBaromiass He Oojiee OJHOTO HACEICHHOI'O "
MyHKTa (ropoja,
KOpPNOpaTHBHAs pacrpe/ieiCHHas NCTIIH, oxBaThIBaIOIasi MHOTHE -
MOApa3/IeJICHNs OTHOU
nokanbHasg (kammycHasi) MCII[dH, pa3sBepHyTas B mpenenax +
HECKOJIbKUX  OJHM3KO
nokanbHas UCII/IH, pa3BepHyTas B Ipeaesiax OJJHOIO 3/1aHHs +
[To HaMUUKIO COEAMHEHUS C CETSIMH OOILEro MOJIb30BaHUs
NCII/IH, nMmeromass MHOTOTOYSYHBIN BBIXOJT B CETh OOIIETO MOJIH30BaHUS +
NCII/Ix, nmerommasi 0THOTOYSYHBIN BBIXOJI B CETh 00IIET0 MOJIh30BaHUS +
UCTI/IH, pusudecku oTAeneHHas OT CETU OOIIETO MOJIb30BaAHUS +
[1o BCTpOoeHHBIM (JIerajabHbIM) OllepanusiM ¢ 3anucsamu 6a3 [1/{xn
YTEHUE, TTOUCK +
3aIMCh, YJIaJICHUE, COPTUPOBKA +
Moupukanys, neperada +
[1o pasrpaHnueHUIO 10CTyNa K IEPCOHATIBHBIM JIAHHBIM
NCTI/IH, kK KOTOPOW UMEET IOCTYIl ONPEAEIECHHBIN NIEPEUEHD +
COTPYIHUKOB OpraHU3aluu,
NCTI/IH, k KOTOpO UMEIOT AOCTYII BCE COTPYAHUKN OpraHU3alHH, +

SIBIIIONIEICS BIIaACIbIIEM

NCTI/IH ¢ OTKPBITBIM JOCTYIIOM +

[To nanuuuio coenuHenuit ¢ qpyrumu 6azamu [1/1n nneix UCI1/Ixn

NnrterpupoBannast UCIIIn (opranu3zanus ucnoib3yeT Heckosbko 6a3 [1/1x
NCTI/IH, npu 3TOM OpraHu3ansi He sIBJISETCs BIAJENIbLEM BCEX

WCTI/H, B xoTopoii ucnonb3yercs oana 6aza I1/ln, mpunamiexaras
OpraHu3aluu —

[To ypoBHIO 000011eHUs (00e3nuuuBanusi) [T/

WCTI/IH, B KOTOpOI mpeaocTaBisieMble MOIb30BATENIO TAHHBIE SBISIOTCS
00€e3JIMYEHHBIMHU

NCTI[IH, B KOTOPO# TaHHBIE 00E3TMYUBAIOTCS TOJIBKO MPH TIEpeiaye B
JpyTHe OpraHu3aluy U

NCII/IH, B KOTOPOU NMpeaoCTaBIIsieMbI€ MTOJIb30BATENI0 JaHHBIE HE SBIISIFOTCS
00e37TMYEeHHBIMI

[To 00bemy I1/]H, KOTOpBIE IPETOCTABISIFOTCS CTOPOHHUM TOJIb30BATEIISIM
NCIIIH 6e3

WCTI /1, mpegocrasistornias Bcio 6a3y ganubix ¢ [1J{x +

NCIIn, npenoctapistomas yactb [1J1H +

NCIIIH, He mpeaocTaBIIsAONe HUKAKoi nH(popMauu +

KonuuecTBo pemenuit 2 4 1

O0111e€ KOJIMYECTBO PeLIeHHH 7

ITpunumaercs, uro MCII/IH nMeeT BBICOKMI YPOBEHb MCXOAHOW 3aIMIIEHHOCTH, €CIH HE
Menee 70% xapaktepuctuk UCIIJIH COOTBETCTBYIOT YPOBHIO «BBICOKHIN», & OCTAIBHBIC YPOBHIO
«CPEIHUINY.

B cnyuae ecaum He menee 70% xapaktepuctuk MCII[IH OTHOCHTCS K YPOBHIO «HE HMXKE



CpeIHEro», a OCTaJbHBIE K YPOBHIO «HHU3KHil», To ucxonHas 3ammuieHHocts MCII/In Oyzper
CPEIHETO YPOBHSL.
Bo Bcex ocranpnbix ciydasx UCII/Ia Oyaer uMeTh HU3KUK YPOBEHB 3aIIUIIEHHOCTH.
Ucxons u3 kputepueB oueHku, aeiaaeM BoiBoa, uto UCITIIn I'BOY Ne 282 umeer cpennuit
YPOBEHb 3aLIUIICHHOCTH.

9.2. Onpenesienne aKTyaJbHBIX YTPO3 6€30I1aCHOCTH MEPCOHATbHBIX JaHHBIX

Jlis OUEHKM YPOBHS HUCXOAHOW 3aIIUIIEHHOCTH BBOJIUTCS KOX(P(GUIMEHT HCXOTHOU
3aIIUIIEHHOCTH Y 1, KOTOPBIA MOXET IPUHUMATh 3HAYCHUSA:
0 — 1715 BBICOKOM CTETIEHU MCXOJHON 3alUIIIEHHOCTH;

S — JUIsl CpeiHEN CTENEHM UCXOIHOM 3alUIIEHHOCTH;
10 — nnst HU3KOM CTETIeHU UCXOAHOM 3aIIUIIEHHOCTH.

CrnenyommMm mapaMeTpoM, HEOOXOIUMBIM JJisi  ONpPENCNICHUsS aKTyaJbHOCTH yIpo3
6e3onacuoctu I1/{H, sBisiercss yacTtora (MM BEPOSTHOCTH) peaM3alldil YIPO3bl, MOJ KOTOPOM
IMOHUMAETCS ONPEJEICHHBIM IKCIIEPTHBIM IIyTEM I0Ka3aTellb, XapaKTepU3YIOIINil BEpPOSATHOCTh
peaym3anuu KOHKpeTHoU yrpo3sl O6e3omacHocTu [1JH s UCIIJIH B pealbHBIX YCIOBUSAX €€

(GyHKIIMOHUPOBAHHSI.
BBoauTcs yeTsipe 3HaUCHMS 3TOTO TTOKa3aTelst, 0003Ha4aeMoro Kak Y 2:
MaJOBEPOSATHO — OTCYTCTBYIOT OOBEKTHBHBIC MPEANOCHUIKA JJS OCYIIECTBICHUS YIPO3BI

(HampuMep, yrpo3a XUIIEHUS HOCUTeNeH WH(OpMAaIUK JIMIAMH, HE UMEIOIIUMHU JIETAIbHOTO

JOCTYTIa B IOMEIICHHE, TE MOCIESTHUE XPAHATCH);

HU3Kasi BEPOSITHOCTh — 00BbEKTUBHBIC MPEANTOCHUIKA JIJIsl PEaTH3aliy YIPO3bl CYyIECTBYIOT, HO
MPUHATBICE MEPbl CYIIECTBEHHO 3aTPYIHSIOT €€ pealln3aluio (HampuMep, HCIOJIb30BaHbI
COOTBETCTBYIOIINE CPEJCTBA 3aIUTH HH(DOPMAIUN);

CpEeIHSISI BEPOSITHOCTh — OOBEKTUBHBIC MPEANOCHUIKH JIJISl Peai3allii YIPO3bl CYIIECTBYIOT,
HO MIPHUHATBIE MephI oOectieuerns Oe3omnacHocTH [1/lH HeOCTaTOUHBL;

BBICOKAsi BEPOATHOCTh — O0BEKTUBHBIE MPEANOCHUIKU I Pean3aliy yrpo3bl CYLIECTBYIOT,
1 MepsI 110 obecrieueHuto O6e3omacHoctu [1/]H He TPUHSTHI.

JlaHHBII TOKa3aTeNlb MPHHUMAET CIIeYIONIHe 3HAYCHNUS:

0 — U1 MaJIOBEPOSITHOM YTPO3HI;

2 — 1715l HU3KOM BEPOSITHOCTH YTPO3HI;

5 — s cpeiHelt BEpOSATHOCTH YTPO3BI;
10 — 175t BBICOKO# BEpOSITHOCTH YTPO3HI.

Hcnone3yst 3Ha4yeHWs] TNPHUBEACHHBIX BhINIE TNOKazatened Y1 w Y2, BeMHCIACTCS
K03 (DHUIMEHT peann3yeMoCTH yrpo3sl Y, onpeaensieMblii cootHomenueM Y = (Y1+Y2)/20.

B 3aBucuMocTH OT cBOEro 3HaYCHMS ITOT KO (UIIMEHT NPUHUMAET 3HAUCHUS:

0 <Y < 0,3 — peann3yeMoCThb Yrpo3bl IPU3HAETCS HU3KOIA;

0,3 <Y < 0,6 — peanmuzyeMocTb Yrpo3bl PU3HACTCS CPEIHEH;
0,6 <Y < 0,8 — peannzyemMoCTh yrpo3bl MPU3HAETCS BHICOKOM;
Y > 0,8 — peaniuzyeMOCTb yrpo3bl IPU3HAETCS OYEHb BBHICOKOM.

Hanee maercs oneHka onacHoct Kaxaou yrpossl [1/Ix miss UCIT/IH. JlanHast oneHKa HOCUT
SKCHEpPTHBI XapakTep M IMOJyyaeTcs IMyTeM OIpoca 3KCIEpPTOB B 0O0JACTH 0€30MacHOCTH
nHbopmanuu. /laHHAs OlleHKa UMEET TPU 3HAUCHHS:

HU3Kasg OMAcCHOCTb — €CJIM peain3alusi yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIbHBIM
HETaTUBHBIM ITOCIIEACTBUSM /s cyobekToB [1/1H;

CpelHsIsl ONacHOCTb — €CIM peaju3alusl yrpo3bl MOXET IPUBECTH K HEraTUBHBIM
MOCJIENCTBUAM i cyObekToB [1/1H;
BBICOKAss OIMACHOCTh — €CJIM peaju3alus yrpo3bl MOMKET MPUBECTU K 3HAYUTEIbHBIM

HEraTUBHBIM MOCJEACTBUAM Uit cyObekToB [1/1H.
Ilocne mpocuera Bcex Mokaszareneil IPOU3BOAUTCSA OLIEHKA aKTyaJbHOCTU KaXKIAOW yrpo3bl

oe3onacuoctu [1/1H npu ux 06padoTke B UCII/IH ncxoas u3 matpuiibl, mpuBeaeHHas B Tabmuie
9.2



Ta6mmma 9.2 — MaTpuia pacdera akTyalTbHOCTH yrpo3 6e3onacHocTH [1/IH

PeasmzyeMocThb IToxka3aTenb ONACHOCTH YIPO3bI
yIpo3bl
Huskas Cpennsis Bricokas
Huskas HeakTyalbHas HeakTyaJbHas aKTyasbHas
Cpennss HeakTyalbHas aKTyasibHas aKTyasbHas
Bricokas aKTyaJlbHas aKTyaJlbHas aKTyaJlbHas
OueHb BbICOKas aKTyaJlbHas aKTyaJlbHas aKTyaJlbHas

Ha ocHOBaHMM IOJIOKEHUI MOJENN YIpo3, MOJEINA HAPYIIUTENs, JAHHBIX 00 HCXOIHOM
samuiienHoctd UCITAu (Y1), koaddunuente peanuzyemoctd yrposbl (Y), BEpOSTHOCTH ee
peamusaiyu (Y2), a TakKe IKCIIEPTHOH OLEHKH OMTACHOCTU YTPO3bI, ONPENEIISAETCS aKTyaabHOCTh
KaXx10# yrposbl 0ezomacHoctu [1/]H, oopabaTteiBaembix B UCIT/IH. (Tabnuma 9.3)

Tabmuna 9.3 — AktyansHOCTB yrpo3 6e3onacHocTr [1/1H

Ne

Yrpo3a 6e3onacuoctu I /In

n/n

BepositHoCTB
peajim3anuu
yIrpo3bl

Koapdununent
peaiu3yeMocTH
yIrpo3sl

Onenka
AKTYaJILHOCTH
YIpo3bl

Onenka
ONMACHOCTH
YIpo3bl

Pasrnamenne, nepenava
WIH yTpaTa aTpuoyTOB
pa3rpaHUueHHS T0CTyIa K
NCIIdn

0,5

Cpeaussa aKTyaJIbHas

Hapymenne npasui
XpaHeHus: aTpuOyToB
pasrpaHu4eHus J0CTyna K
NCIIH

0,5

CpeaHssa aKTyaJIbHas

HecooOmenue o ¢pakrax
yTpaThl, KOMIPOMETAINH
aTpuOyTOB pa3rpaHUYEHUS
nocryna k UCIn

10

0,75

BBICOKAas aKTyaJIbHas

Buenpenue areHToB B
YHUCJIO IEPCOHAIA CUCTEMBI

0,25

HU3Kas aKTyaJIbHas

HecanknmoHupoBaHHbIN
3aITyCK TEXHOJIOTUYECKUX
IIpOrpamMM, CIIOCOOHBIX
MPU HEKOMITETEHTHOM
MCIOJIb30BAaHUH BBI3bIBATh
MOTEPIO
paboTocrnocoOHOCTH
CHCTEMBI WIH
OCYIIECTBISIOMINX
HEOOpaTUMbIEC U3MEHEHUS
B CHCTEME
(bopmatupoBanue umm
PECTPYKTYpHU3AIUIO
HocuTenel nupopmanuu,
yJlaJIeHUE JAaHHbBIX U T.I1.)

0,35

CpeaHaAa aKTyaJIbHas

BBOI[ OIIMOOYHBIX JaHHBIX

0,5

CpCaHssa AKTyaJIbHasA




JlencTBUSA COTPYHUKOB,
MIPUBOIALIUE K
YaCTUYHOMY HJIU TTOJIHOMY
OTKa3y CUCTEMBbI WU
HapyIIEHUIO
paboTOCIIOCOOHOCTH
anmapaTHbIX WU
[IPOrPaMMHBIX CPEJICTB

0,5

cpenHss

aKTyaJIbHas

Hrnopuposanue
OpraHHU3aIMOHHBIX
OTpaHUYCHUH
(YcTaHOBJIEHHBIX TIPABHIT)
ipu padote c¢ [1]]

10

0,75

BBICOKasa

aKTyaJlbHas

duznyeckoe pa3spymiceHuc
HJIM BBIBOA U3 CTPOA BCCX
U1K OTACIBHBIX Hauoboee

BAKHbBIX KOMIIOHCHTOB
VCII/Tn

0,25

HHU3Kas

aKTyaJlbHas

3aKylK1 HECOBEPUICHHBIX,
yCTapeBIINX WU
HETIEPCIIEKTUBHBIX CPEACTB
nH(popMaTU3aIuU U
MH(pOPMaIMOHHBIX
TEXHOJIOTHI;

0,25

HHU3Kas

HCAKTyaJIbHasA

XHWIEHUE HOCUTEIIEH
nH(popManuu,
coaepxammx [1J1

0,35

cpenHss

aKTyaJlbHas

10

To e, BHEITHHUI
HapylINUTEb

0,35

cpenHsst

aKTyaJlbHas

11

HesakonHoe nomydenue
MapoJiel U Apyrux
PEKBU3UTOB

pa3rpaHuYeHus JOCTyNa K
NCTIn

0,5

CpeIHSIsI

AKTyaJIbHasA

12

To >xe, BHEITHHUH
HapyIIUTEhb

0,35

cpeaHsis

aKTyaJlbHas

13

HecankunonupoBaHHas
MoaupUKaUsL
IPOrPaMMHOTO
obecrieueHus

0,35

cpenHsst

aKTyaJIbHas

14

To xe, BHESITHHUI
HapylIUTEb

0,35

cpenHsis

AKTyaJIbHasA

15

ITepexsar I1/1,
nepeiaBaeMbIX 110 KaHaJlaM
CBSI3H

0,25

HHU3Kasa

AKTyaJIbHasA

16

To xe, BHSITHHUI
HapylIUTEb

0,25

HU3Kas1

aKTyaJlbHas

17

HecankimonupoBanHoe
KOIIMPOBAaHNE HOCUTEIEH
uHpopmanuu c [1]]

0,5

CpenHsist

AKTyaJIbHasA

18

To xe, BHESITHHI
HapyLIUTENb

0,35

cpeaHss

aKTyasbHas




19

UreHne ocTaTOuHOU
nHpopManuu u3
ONEpPaTUBHOMN MaMATH U C
BHEIIHUX 3alIOMUHAIOIIUX
YCTPOMCTB

0,25

HHU3Kas

HEaKTyaJlbHas

20

To xe, BHSIIHUHN
HapyIIUTEIhb

0,25

HHU3Kas

HCAKTYyaJIbHAasA

21

Henpennamepennoe
3apakCHHE KOMIIbIOTEPA
BHpYyCaMu

0,5

cpeaHsis

aKTyaJIbHas

22

[Ipennamepennoe
3apakeHUE KOMIIbIOTEPA
BHpYyCaMu

10

0,75

BBICOKAas

aKTyaJIbHas

23

BwMmerarenscTBo B porecc
(GYHKIIMOHUPOBAHUS
HCIIdn , cereii ob1iero
MOJIb30BAHUS C IIEIIBIO
HECaHKI[MOHHUPOBAHHOM
MOTU(UKAIINH JAHHBIX

0,5

cpenHss

aKTyaJlbHas

24

To >xe, BHEIIHUH
HapyIIUTEIb

0,35

CpCaHss

AKTyaJIbHasA

25

HecankimonupoBanHoe
BHEJIPEHHE U
WCTIOJIb30BaHUE
HEYYTEHHBIX IPOrPaMM, He
SIBIISTIOIIIMXCSI
HEOOXOIUMBIMH IS
BBITIOJTHEHUS
COTPYAHUKAMHU CBOUX
CITy’Ke€OHBIX 00s13aHHOCTEH

0,5

CpeaHSISI

aKTyaJlbHas

26

To e, BHEITHHUI
HapylINUTEb

0,35

cpeaHsis

aKTyaJlbHas

27

Heympiennoe
MTOBPEXKICHNS BHEITHUX
KaOeJbHBIX CUCTEM CBS3H

0,35

cpeaHsis

HCAKTyaJIbHasA

28

Bo3HuKHOBEHME I0XKapOB
B HEMOCPEACTBEHHOM
OJIM30CTH K TIOMEILEHUSM,
B KOTOPBIX
obpabateiBarotcs [1J] u
apxuBam [IJ[ pezynbTaTe
HEUCIIPaBHOU
3JEKTPONPOBOIKH,
HEUCIPaBHbIX
TEXHUYECKHUX CPEJICTB,
HapyUIEHUsI COTPYIHUKAMU
IIPaBUJI IPOTUBOIIOKAPHON
0€30I1aCHOCTH.

0,35

cpenHsis

AKTyaJIbHasA

29

Pazpymienue 3nanui,
OTACJIBbHBIX HOMGHIGHI/If/i

0,25

HU3Kast

aKTyaJIbHas

30

BosgeiictBue
aTMOC(epHOro
ANEKTPUIECTBA

0,5

cpeaHss

aKTyasbHas




31

Bo3HukHOBeHHE
CTUXUMHBIX 0YaroB
MOXapoB

0,35

cpeaHsis

HEaKTyaJlbHas

32

ABapuu B cucTeMax
ANEKTPOIUTAHUS

0,5

cpeaHsaAa

aKTyaJIbHas

33

Hapywmenue
TEMIIEpaTypPHOTO PeKUMa B
MOMEIICHUSX C
KPUTHYECKHM
o0opyaoBaHuEeM
pe3yibTare
HEHCIIPAaBHOCTH CUCTEM
KOH/IUITUOHUPOBAHHS

0,5

cpeaHsis

aKTyaJIbHas

34

ABapuu B cucTeMax
OTOIUICHUS U
BOJOCHAOXKEHUS B
HEMOCPEICTBEHHOM
OJIM30CTH K IIOMEIICHHSIM, B
KOTOPBIX 00pabaThIBarOTCS
IIdu

apxuBam [1]]

0,3

cpeansaAa

AKTyaJIbHasA
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